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Yes, Internet is a great blessing from Allah (SWT) 2

And Internet is a great way of getting to know one another

تعَاَرَفوُالِ وَجَعلَْناَكُمْ شُعوُباً وَقبَاَئِلَ     [49:13]



But we need to be careful

• Its risky out there -- There are hacking, 
spoofing, cyber-bullying on the internet

•A lot of misinformation, false news out there

•Some of my posts may go against me
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Risk Triangle  of Life Online

• Radicalization

• Identity Loss

• Indecency

• Netdiction

• Loss of Safety and Security

Impact
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True or False?

• Radicalization

• Identity Loss

• Indecency

• Netdiction

• Loss of Safety and Security

Impact
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1. You should always know 
who you are talking to 
online.  

2. I am accountable for every click I make



How to minimize online risks?

• Radicalization

• Identity Loss

• Indecency

• Netdiction

• Loss of Safety and Security

Impact
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• Minimizing Threats- By 
Technology, Policy

• Minimizing 
Vulnerabilities –
Patching Computers & 
our Muslim Identity. 

• Minimizing Impacts – 
Use moderation, 
Resilience, Policy



The ISLAMIC Principles for a Safe and Secure  
Online 7



Intention of maintaining Muslim Identity

ُُ ةِ الْحَسَنةَِ وَجَادِلْهُم باِلَّتِي هِيَ إِلِى سَبيِلِ رَب كَِ باِلْحِكْمَةِ وَالْمَوْعِظَ ادْعُ   َحَْسَ

[16:125] “CALL THOU (all 

mankind] unto thy Sustainer's 

path with wisdom and goodly 

exhortation, and argue with 

them in the most kindly 

manner-
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Have Self-Control

Don’t be tempted to put too much of 

personal/private information online

Never Accept any message/request 

from anyone you don’t know
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ُِ اللَّغْوِ مُ  َُ هُمْ عَ َُ وَالَّذِي و ُُ عْرِ

23:3 And those who turn away from ill-speech



Lower your gaze

ُْ َبَْصَارِ  وا مِ ُُّ َُ يغَُ ۚ  هِمْ وَيحَْفظَُوا فرُُوجَهُمْ قلُ لِ لْمُؤْمِنيِ

[24:30] Tell the believing men to 

lower their gaze and to be mindful of 

their chastity
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ُ بمَِ  ”… َُ مَا كُنتمُْ وَاللََّّ َُ بصَِير  وَهُوَ مَعكَُمْ َيَْ ا تعَْمَلوُ

Allah is always watching us

• What do we do when we see police car on 
the street?

• What do we do when we see parents 
around our browser?

[57:4] And He is with you wherever 
you may be; and God sees all that 
you do.



Mindful of Moral Values and Manners

َُ الظَّ  َُ آمَنوُا اجْتنَبِوُا كَثيِرًا مِ  ُِ  إثِمْ  ياَ َيَُّهَا الَّذِي َُّ بعَْضَ الظَّ وَ ُِ  إِ لَ ۚ 
ا ًُ كُم بعَْ ُُ ۚ  تجََسَّسُوا وَلَ يغَْتبَ بَّعْ

• [49:12] O you who have attained to faith! Avoid most guesswork [about 
one another] for, behold, some of [such] guesswork is [in itself] a sin; 
and do not spy upon one another, and neither allow yourselves to speak 
ill of one another behind your backs. 
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Inquire about the authenticity before you 
like, share…

َُ آمَنوُا إُِ جَاءَكُمْ فاَسِق   صِيبوُا ََُ تُ فتَبَيََّنوُا بِنبَإٍَ ياَ َيَُّهَا الَّذِي
َُ مَا فَ عَلىَ  قوَْمًا بجَِهَالةٍَ فتَصُْبحُِوا  علَْتمُْ ناَدِمِي

[49:6] O ye who believe! If a wicked 

person comes to you with any news, 

ascertain the truth, lest ye harm 

people unwittingly, and afterwards 

become full of repentance for what 

ye have done.
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Be Extra Cautious when we 

ولُ ياَ ليَْتنَيِ اتَّخَذْتُ مَعَ وَيوَْمَ يعَضَُّ الظَّالِمُ عَلىَ يدََيْهِ يقَُ 
سُولِ سَبِيلً  الرَّ

[25:27] “and a Day on which the evildoer will 
bite his hands [in despair], exclaiming: “Oh, 
would that I had followed the path shown to 
me by the apostle!”

• َّخِذْ فُ ي ا وَيْلتَىَ ليَْتنَيِ لمَْ َتَ لََاناً خَلِيلًَا َۚ
[25:28] Oh, woe is me! Would that I had not taken 
so-and-so for a friend!
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ISLAMIC Clicks reduce Risks

• Intention of maintaining Muslim Identity and Inviting people to Islam

• Self-Control against self-obsession and temptation

•Lowering your Gaze

•Allah-consciousness – Allah is always watching us

•Moral Values and good Manners. Avoid cursing, spying, backbiting. 

• Inquiring about Authenticity of content

•Caution in choosing Friends, liking, sharing
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Resources/References

1. SMART Navigation http://www.childnet.com/resources/the-adventures-of-kara-
winston-and-the-smart-crew

2. www. kidsmart.org.uk

3. http://cyberaware.securingthehuman.org/

4. Owh So Muslim http://www.owhsomuslim.com/

5. Stop, Think, Connect. 
1. https://www.youtube.com/v/C8hkDfAMXYI

2. https://www.youtube.com/v/gnEykE9_6v0

6. Internet Safety Rules n Tools Checklist 
http://www.internetsafety101.org/upload/file/Rules%20'N%20Tools%20Checklist.p
df

7. Internet Safety 101 Videos 
http://www.internetsafety101.org/101_video_clips.htm
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